A LINUX-SZERVEREK
TAMADHATATLANOK!

VAGY MEGSE?

BERES PETER
Sicontact Kft. - IT vezetd



Olivier Bilodeau « Pierre-Marc Bureau » Joan Calvet
Alexis Dorais-Joncas * Marc-Etienne M.Léveillé
Benjamin Vanheuverzwijn

OPERATION
WINDIGO

The vivisection of a large Linux server-side
credential stealing malware campaign

Q
ENJOY SAFER TECHNOLOGY™



2. INTRODUCTION

The Algonquians are one of the first nations of North America. In their language, the word Windigo
refers to a demonic creature. In many legends, Windigo is a malevolent half-beast which was
transformed from its human shape into a monster because it ate human flesh. Just like Windigo,
a malicious actor is currently cannibalizing thousands of servers, turning legitimate resources
into a wide infrastructure used for nefarious purposes

ESET started researching a set of malicious softwa ting Linux servers in the beginning

of 2012. Since then, we have realized that many of these components are actually related

We soon discovered that one malicious group is currently in control of more than ten thousand
servers. They are currently using these resources to redirect web traffic from legitimate websites
to malicious content, to send spam messages, and to steal more credentials from users logging
onto these servers
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The number of systems affec ation Windigo might seem small when compared

with recent malware outbre sktops are infected. It isimportant to keep

in mind that, in this ca rver. These usually offer services to numerous
users and are equipped with far more resources in terms of bandwidth, storage and computation
power than normal personal computers. A denial of service attack or a spam-sending operation
using on ousand serv § o be far more effective than the same operation performed
with the same number of desktop computers

In this report, we present a global overview of Operation Windigo, showing analysis of information
we were able to gather from various sources, including traffic capture from command and control
ers. This overview shows how all the different components of the operation fit together and
providesan estimate of the size of the operation

We then give a detailed description of the three main modules used in the Windigo operation.

The first module consists of the backbone of the operation, an OpenSSH backdoor labeled Linux/Ebury.
This backdoor was first publicly discussed in 2011 when it was named “Ebury”. Next, we detail

the component used to redirect web traffic, called Linux/Cdorked. Afterward, we look into
Perl/Calfbot, a Perl script used to send spam messages.

Finally, we provide detailed information for system administrators on how to detect if their systems
are compromised and how to clean infections from the various modules

Why we are Publishing this Report

We chose to publish this report to raise awareness around this malicious operation. Many hosting
service providers have been completely compromised, including their billing systems. We think
the best course of action to mitigate this threat is to provide an in-depth analysis of the various
pieces of malware used in thisattack. It is also for tt ason that we are publishing detailed
instructions on how to detect hosts infected by the various modules (in the |OC section

of this document)

During the course of our efforts, we have paid strict attention to notifying victims and assisting those
who responded in their cleaning efforts. The present report is another step in the process of securing
the infected servers and raising awareness around the major threat that is Operation Windigo.

3. OPERATION WINDIGO

3.1.The Big Picture

The Windigo operation has
effort is monetary profit th

been ongoing foryears. We think the primary purpose of this significant
rough the following actions

e Spam

» Infecting web users' computers through drive-by downloads
¢ Redirecting web traffic to advertisement networks

In this section, we give an overview of the Windigo operation and how it evolved over time
Furthermore, we analyze various sources of data we were able to access during the course
of our investigation

The following picture shows a high level perspective of the Windigo operation
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Figure 3.1 High level perspective of Windigo’s components and their relationship

As depicted, several pieces of malicious software take part in the Windigo operation

Linux/Ebury runs mc
to steal SSH credentials

on Linux servers. It provides a root backdoor shell and has the ability

Linux/Cdorked runs mostly on Linux\
Windows malware to end users via drive

servers. It provides a backdoor shell and distributes
)y downloads

Linux/Onimiki runs on Linux DNS servers. It resolves domain names with a particular pattern
to any IPaddress, without the need to change any server-side configuration
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Hatso ajté Hitelesit6 adatok Userland Rootkit
eltulajdonitasa

Kompromittalt szerverekhez Jelszé és kulcsok Fejlett rejtozkodesi
valo hozzaférés technikak



Python>repr (xor(idaapi.get_many_ bytes(0x73f0, 0x568), idaapi.get_many_bytes(0x73e8, 8)))
'\x80\xee\xf8\xb9l\x80\xf7\xaf\x08[W\xe8!\xa?\xhe\anU\xdh)J\xOO\xOO BEGIN RSA PUBLIC
\nMIGJAcGBAOadSGBGGIx/ £1/U6Kdwx 4 v??uN4x!dSSH‘WmEuh5RJ \nnnvtxyhupm:anummupIo+2n+v6hrF+Gh2apcs9I 9G7VEBiToi2B6BiZ3Ly68kj\nlojemj trG+g/ /Ckw/0SESWweSWY4
\x00ver\x00cat\x00bnd\x00psw\x0

%d:log_buffer full\xO00LOGNAME\xO0OPEM wr
syslog_ chk\xOOwr;te\xOOsyslcg\xOO “progname\x00__ env;ron\xOO/proc/self/cmdl1ne\x00909en\xOO/dev/null\

henticate\x00pam_start\x00 strdup\xOOroot\xOOcrypt\xOOconnect\xOO
00tmpfile\x00shmget\x00shmat \x00shmdt\x00d1linfo\x00dlopen\x00getsockname\x00socket\x00bind\x00getnameinfo\x00getpeername\x00gethostbyname\x00send\x00sleep\x00getenv\x00ge

new_mem_buf\x00BIO_free\x00PEM read_bio_RSAPublicKey\xOORSA public_decrypt\x00RSA_free\x00__res query\xOO\xOOexecvp\xOOSECKE! ConvertToPubl;cKey\xOOrefuse\xOO/sys/class/-
Aensrm 2 gt d-%[“\n] \n\x00SS

connection\x00strlen\x00deflateInit_\x00deflate\x00deflateEnd\x001.3.5\x00/var/log/wtmp\xOORSA_public_encrypt\x00/deyish
OpenSSH_5.3\x00fmgzdnvcyelwaibsrxtpkhjguo\x00info\x00net\x00biz\x00%s.%5\x00%u. $u.%u. 3u\x00%u.%5\x00%535\x00302x\x00|nGood job, ESET! And thanks for IDA.An\x00\x00'
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\t¥s\x00key:1\t2d\tEs\tis\tis\tis\tis\x00sshl:2\t3ul\tis\tid\tis\xC
pdate\x00MD5_ Final\x00options\x00hostaddr\x00idtable\x00audit_ log

ogname\x00_ environ\x00/proc/self/cmdline\x00popen\x00/dev/null\x
o\x00getpeername\x00gethostbyname\x00send\x00sleep\x00getenv\x00ge
l\xuuexecvp\:DDEEEKEI EnnvertTnPuhl:cKey\xuﬂrefuse\:uufsys!class!-
rypt\x00/dewishnlds shur QOSSHdd2d-%[ “\n] \n\x00SS

\x00%02x\x00YnGood nh ESET! And thanks for IDA.An\x00\x00'
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Finland Agrees to Extradite
Maxim Senakh

Russian national suspected of wire fraud and computer
fraud will now be sent to the U.S.

By Charles Duxbury
Updated Jan. 8, 2016 1:55 p.m. ET

Finland’s Justice Ministry said on Friday that it had agreed to

extradite Russian national Maxim Senakh to the U.S. where he is

suspected of wire fraud as well as computer fraud and abuse.

The decision cannot be appealed in Finland.
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FOR IMMEDIATE RELEASE Tuesday, March 28, 2017

Russian Citizen Pleads Guilty for Involvement in
Global Botnet Conspiracy

A Russian citizen pleaded guilty today for his participation in a criminal enterprise
that installed and exploited malicious computer software (malware) on tens of
thousands of computer servers throughout the world to generate millions of dollars
in fraudulent payments.

Acting Assistant Attorney General Kenneth A. Blanco of the Department of
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From: Dutch National High Tech Crime Unit
To: ESET Research Team
Subject: Ebury

Hello there,

We found Ebury on the system of a victim of
cryptocurrency theft. Are you still tracking Ebury?
Would you be interested in working with us on this
case?

Regards,
NHTCU Agent
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Tapasztalatok egy hosting szolgaltatoval

a Szerver , 7 nappal késébb Tamadok
szolgaltatotol folyamatosan folyamatos
kapcsolatban

70 000 servers



Jelenlegi pénzszerzési technikak
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Karos HTTP szerver modulok
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Felismerés és blokkolas

Ebury is alive

400k Linux servers compro
theft and financial gai
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