|CS Cybersecurity
trends and
challenges




WHAT'S HAPPENING IN
|CS WORLD



WTF ??
ICS & SCADA ARE ON THE OPEN INTERNET.

" Shodan.io
" | et's hack a windturbine ©

" Business needs are more important
" Exposed core systems

" Open doors for fun:D
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Information Technology (IT) versus Operational Technology (OT)

Operational Technology
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Triton exploited zero-day flaw to target |
iIndustrial systems

== SCADA security: Bad app design could give

Tools & Templates:

“* . businesses
‘stability issues

ey hackers access to industrial control
systems
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Remote access policy

Hackers that tneg |
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Real World Attacks?
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Internet Scanning
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GeoStalking
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HOW THIS
AFFECTS

YOU



Smart Ports

Components e




Smart Cities
Components
Architecture

Vulnerabilities




Ukraine 2015 vs. 2016

Attack Operations Attack Impact Attack Success

« 2015: Manual interaction » 2015: Disrupt electricity « 2015:
with control systems distribution, inhibit « 3 distribution companies

+ 2016: Interactions encoded recovery « 225k customers
INn malware* « 2016: Disrupt electricity
transmission, inhibit
recovery, attempt to
iImpact protection systems

« Several hours
» 2016:

* Single
transmission/distribution
site

« <225K customers

* Approx. 1-2 hours
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BREAKIG NEWS
= 25 DEAD IN RAIL CYBER ATTACK

EE TN MINISTERS ASKING WHY CYBER SECURITY WAS NOT ADDRESSED | RAILWAY SHUTDO
e s -







Securing the OT environment requires a Security Program
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People Process Technology

RNt access to SOty processes dipned meht technoloRy
nght peopie o OF envronmaem 0 SUppOr



Secunty Risk
Assessment &
Managemem

OT Security Strategy & Plan Governance / Compliance Device Discovery and Network Discovery &

(RACH) Management Security Archntecture

Role Based Access Data Dwscovery, Secunty Event & Security Incident

Conmtrols Classfication & Inodent Montoring Response
{3 Party Secunty) Protection









