¥ Terraform

Lang Maté, 2021 marcius, HWSW free! meetup



Ki vagyok en?

e Szabaduszo konzultans

e Ezelott:
e Cloud TL @ Connatix
e« CTO @ SmartUp

 Tapasztalat:
 Java, Go
« AWS

e Kubernetes
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Not great,
nhot terrible
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~— table of genres
(REATE TABLE @bo.Genrel

4 GenrelD int IDENTITY(1,1) MOT MULL PRIMARY KEY,
Genre nverchar{S8) NOT WLL)

79 -~ table of languages

24 (REATE TASLE @bo.Language(

&1 LanguagelD int IDENTITY(1,1) NOT MULL PRIMARY KEY,
82 Language nvarchar{255) NOT muLL)

— table of studiocs
CREATE TABLE dbo.Studiol

StudiolD int IDENTITY(1,1) NOT MULL PRIMARY KEY,
Studio nvarchar{255) NOT MULL)

- add all rows to all tables

SET IDENTITY_INSERT dbo.Actor 0N

INSERT dbo.Actor (ActorID, Firsthase, Familyliame, Do, Dub, Gender) VALUES
INSERT dbo.Actor (ActoriD, Firsthame, FamilyMame, DoB, Do, Gemder) VALUES
INSERT @be.Acter (ActoriD, Firsthame, Familytiasc, DoB, Deb, Gender) VALUES
INSERT dbe.Actor (ActoriD, Firsthame, FamilyMame, DoB, Dad, Gemder) i €S
iR dbo.ACtor (ACtorID, Firsthame, Familyliame, DoB, Dad, Gemder) .+ <
neir @be.ACter (ActeriD, Firsthame, Familylame, DoB, Dad, Gemger) .- <o
DR aee.Acter (ActerID, Firstiame, Familytame, Do, Do, Gemder) .o cc
DhstET dbe.Acter (ActerdD, FirstName, Familyhame, Do, Bad, Gender) . cC
Ssrs dee.ACter (ACterlD, FirstName, Familghase, BoB, Bab. Geedes) o cc
S e Acter (ActeriD, Firsthame, Familghase. Do, Beb. Geeser) (o o
S e ACter (ActeriB, Firstame. Familgkame. ol Seb. Geemec) . o
S @0 ACteT (ACTeTID, Firsthame. Familgame. BB Beb. Geemec) - o
S @S ACTeT (ACTeTID, Firsthams. famalghame. Dol deb. Geeder) o
o @ ACleT (AClerdD, Farsthame. Tamilghees. Mol Meb. Gemeec) o
INSERT Tt b Bl weess
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— Show all filss

select f.o

from dbo.Film ¥ (rolock)
where f.Ddrectorld = 4

select &
¢ rom dbo. [Language]

— how many movies in each language growp

select
L. (Language]l ,
Count(s)
from dbo.Film ¥ (nolock)
join dbo.Language 1
on f.languagelD = L.languageld
growp by L. [Languagel

— How many movies in each studio
select

s. [Studio],

Count(s)
from dbo.Film ¥ (nolock)

https://unsplash.com/@jstrippa
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Ha egy dologrol
tanulhatunk a
fejlesztoktol...
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A fegyelemrol



1 Software :
<—> <—> : Load Balancer : < >

E lnternet E : § 6

Hardware

. Load Balancer : . Application
s s s naasnaaanasasaaangsas ' Servers

Clients
(End Users)

https://www.nginx.com/resources/glossary/load-balancing
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Dependency Map
~ = Monzo’s 1500 microservices
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https://monzo.com/blog/we-built-network-isolation-for-1-500-services



A fegyelem
nem skalazodik
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Devolucio

Ha a programozok fegyelmezettebbek lennének, jobb kodot irhatnanak

 Memoria menedzsment tipikus péeldaja
* malloc/free és new/delete C/C++-ban

* A programozo mentalis modellt épit a hasznalt memoria teriletek
tulajdonosi grafjardl és ezt tiszteletbe tartja

* A modern nyelvek automatikusan kezelik a memariat (pl hivatkozas szamolas)

* A kapcsolatok jelentéssegere fekteti a hangsulyt

https://www.sicpers.info/2020/10/discipline-doesnt-scale



A szamitogepek azert vannak, ismétlodo adatfeldolgozasi feladatokat
vegezzenek.

Programozokat arra kotelezni, hogy szabalyokat kovetve,
adatfeldolgozasi feladatokat hajtsanak vegre, egyszeruen pazarlas.

Graham Lee, 2020 (szabadforditas)

https://www.sicpers.info/2020/10/discipline-doesnt-scale



Hello Terraform!

Az laC svajci bicskaja

* \Verziozhato

* Deklarativ

e Baratsagos leironyelv (HCL)

* Rengeteg provider (és bdvithetd)
« Beépitett dry run

 Interpolacio

 Go alapu
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BIG BANG THEORY

METRIC EXPANSION OF SPACE

The Big Bang theory is an efort to explain what happened at the very beginning of our univerae
A51ronomy and physics have shown beyond a repsonablie doubt that our universe
aftar that
ceffort to explain what

Discoveries in

did in fact have a beginning

moment ther

happened during and after that moment,

5“\(_0‘9

ex\

3ig Bang. The universe
Durst open, expancing
faster than the speed
of light and Ninging all
the matter and enegry
in the unNniverse apart in
all directions

L Hricor to that moment theare was ncnhlng; Suring ana
¢ Was something! our universe, The big bang theory iz an

13,6 bivion
years ago

First stars
formed
Nuclecar
fusion lights
up the stars.

13,2 bilion
yaars ago

First galaxies
formed. Dense
gas clouds
collapse under
thelr own gravity
to eventually
form galaxies,

Today

Stellar era.

Dark enegry prevalils,
the universe expands,
hec u:r'nnc_z pver less
dense,

"
after 10 bitlion years

Under the influence of
dark energy all galaxies
outside the local group
will pass Behind the
cosmologlical horizon.

1

after 10 bilion years

Star formation ends, leaving
all stellar objects in the form
of degenerate remnants
Black holes dominate lho'
universe.

0
after 1O billkon years

The only organized units
are Black holes, but even
black holes arec unstable
and evaporate into

electrons and positrons.



Terraform Provider-ek




Terraform eroforrasok
Azaz a Terraform épitoé kockaja

"aws_instance" "iac_in_action" {

* Egy telepitett provider altal kezelt o - ver-anidd
)7 ’ instance_type = var.1lnstance_type
eroforras (resource) 2vailability zone = var.availability zone

e Azonositoval ellatott

Key_name = aws_key_pair.iac_in_action.key_name

e Valtozok jelenléte

vpc_security_group_ids = [aws_security_group.iac_in_action.id]

 Referencia mas er6forrasokra tags = {
Name = "Terraform—-managed EC2 Instance for IaC in Action"
C ey e o e b
* Implicit flggosegi viszony )

e Erdsen tipusos



Terraform data providerek

Lekérdezesek

e Nem altalunk kezelt eréforrasok
tulajdonsagainak lekérdezéseére
hasznalhato

e Szlreési lehetd6ségek

data "aws_ami" "example" {

}

executable users
most recent
name_regex

owners

filter {
name
values

}

filter {
name
values

}

filter {
name
values

}

["self"]
true

"“myami-\\d{3}"
["self"]

"name"’
["myami—x"]

"root—-device-type"
[llebsll]

"virtualization-type"
— [Ilhvmll]



Terraform - State

* A Terraform-nak sziiksége van egy allapot file-ra
o Egyfajta leltar, leképezés az eszk6z altal kezelt er6forrasok és a valodi er6forrasok kdzott
* Minden futtatas el6tt frissitve van

 terraform.tfstate fajlban van tarolva (egyszerl esetben disken)

* Tavoli tarolas (remote backend)

* Engedélyezi a kollaborativ, parhuzamos fejlesztést.
Backendek: s3, consul, gcs, azurerm, artifactory, http

« Parhuzamos futtatas esetén lock hasznalata ajanlott.
Pl: Consul out-of-the box tamogatja, S3+DynamoDB locking

* Optimistic locking hasznalata



start

!

Parse Configuration
Files

!

main.tf

Parse State File

terraform.tf
state

For Each Resource
in Configuration File

Resource in State File?

No

A4

Yes

- | oad Files

Create()

Refresh State

Perform Read() on

existing resource

|

Calculate Diff

Determine Action
to Take

Update()

Delete()

A4

Add Action to
Plan

|

Build Dependency
Graph

Output Plan /

end

/

@

Determine
what actions
are necessary

to achieve
desired state

— Respect implicit and
explicit dependencies




Gyakori munkamenet és parancsok

e |Nnit
e validate
e plan

 apply

e destroy



- 1l1ac-in-action git:(main) x




A svajci bicska
AzureAD csoport

resource "azuread_user" "example" {

display_name = ") Doe”
* Azure Active Directory password = "notSecure123"
user principal name = "jdoe@hashicorp.com"
» Csoport, felhasznald es tagsag ;
kezelése

resource "azuread_group" "example" {

display_name = "MyGroup"

* AzureAD Appok kezelése

members = [
azuread_user.example.object_id,




resource "helm_release" "example" {

A svajci bicska

repository
Helm release

"my—-redis—-release”
"https://charts.bitnami.com/bitnam1i™
"redis”

"6.0.1"

chart

version

values = |
"${file("values.yaml") }"

e Helm, a Kubernetes
Okoszisztéma nepszerl package
rT]Eir]EiQJEBr_JEB "cluster.enabled"

"true"

« Komplex felh6 alapu
szolgaltatasok esetén nagy
segitség a Helm provider: “metrics. enabled"
injektalhato értékek terraform L
allapotbol.

"service.annotations.prometheus\\.io/port"

II9127II
"string”

e Pl. S3 bucket ARN




A svajci bicska

Kubernetes secret

resource "kubernetes_secret" "example" {

« Kubernetes eréforrasok IEadee 4
name = "basic-auth"
}
« Namespace
data = {
° Deployment username = "admin"

password "P4sswOrd"

o StatefulSet }

type = "kubernetes.1o0/basic—auth"”
stb } s




A svajci bicska

FaStIy CDN szolgéltatés resource "fastly_service v1" "demo" {
name = "demofastly"
domain {
° FaStIy name "demo.notexample.com"
comment ‘demo”
 CloudFlare }
e Akamal backend {

address "127.0.0.1"
name "localhost"
port 80

}

force_destroy = true

}




A svajci bicska
Sajat Certificate Authority

resource "tls_locally_signed_cert" "example" {

' = L cert_request_pem = "${file("cert_request.pem")}"
algorithm = "ECDSA i ntnm. B ol

resource "tls _private_key" "example" {

ecdsa curve = "P384" ca_private_key pem = "${file("ca_private_key.pem")}"
ca_cert_pem = "${file("ca_cert.pem")}"

validity_period_hours = 12

resource "tls_cert_request" "example" {
key _algorithm = "ECDSA"™
private_key_pem = "${file("private_key.pem") }"

allowed uses = [
"key_encipherment"”,
"digital_signature",
"'server_auth",
subject {
common_name "examp Le.com"

organization "ACME Examples, Inc"




H ndmckinley / terraform-provider-dominos

<> Code () Issues ‘1 i Pull requests '3 (») Actions @) Security |~ Insights

¥ master ~ ¥ 2 branches © 0tags Go to file Add file ~ -

& ndmckinley Merge pull request #1 from davewongillies/tf_fmt ... v 708407 on 7 May 2019 Y 22 commits
B bin Add binary, for ease of distribution. should be low traffic. 2 years ago
BB docs Merge pull request #1 from davewongillies/tf_fmt 2 years ago
" .gitignore Update docs to point to binary directly. 2 years ago
1 LICENSE Create LICENSE 2 years ago
1 Makefile Write docs first draft, rename address. 2 years ago
Y README.md Fmt the example code 2 years ago
" data_source_address.go Write docs first draft, rename address. 2 years ago
" data_source_menu.go Initial commit - working dominos pizza orderer, tracker. 2 years ago
" data_source_menu_item.go Initial commit - working dominos pizza orderer, tracker. 2 years ago
| data_source_store.go Initial commit - working dominos pizza orderer, tracker. 2 years ago
| data_source_tracking.go Initial commit - working dominos pizza orderer, tracker. 2 years ago
' main.go Initial commit - working dominos pizza orderer, tracker. 2 years ago
" provider.go Write docs first draft, rename address. 2 years ago
" resource_order.go Update order with results from further testing. 2 years ago



Terraform Modulok

Azaz, Do Not Repeat Yourself

module "vpc" {

source = "terraform—-aws—modules/vpc/aws"
o Fuggetlen, na.ame 5 ::my—vpc" "
Ujrafelhasznalhatésagot tamogatd e e e
egySég azs ["eu-west-1a", "eu-west-1b", "eu-west-1c"]

private_subnets ["10.0.1.0/24", "10.0.2.0/24", "10.0.3.0/24"]
public_subnets = ["10.0.101.0/24", "10.0.102.0/24", "10.0.103.0/24"]

» |LegfelsObb szinten a root module

talalhato et aid i
e Példanyosithato és -

parameterezhetd P e

}

 Kivaldan alkalmas egyes
kornyezetek kdzotti killdnbségek
meghatarozasara



@ Providers @ Modules

@ Modules
FILTERS Clear Filters . ) )
Modules are self-contained packages of Terraform configurations that are managed as a group.
Provider
§
Provider v ¥ terraform-aws-modules / vpc

Terraform module which creates VPC resources on AWS

© a month ago & 8.2M aws provider

Ny .
,5 terraform-aws-modules | security-group

Terraform module which creates EC2-VPC security groups on AWS

® a month ago & 6.9M aws provider

aws

terraform-aws-modules | eks

Terraform module to create an Elastic Kubernetes (EKS) cluster and associated worker instances on AWS

® 2 months ago & 3.4M aws provider

§
¥ terraform-aws-modules [ rds

Terraform module which creates RDS resources on AWS

® 8 days ago & 3.0M aws provider

§ .
¥ terraform-aws-modules / iam

Terraform module which creates |IAM resources on AWS

® 16 days ago & 2.7M aws provider

S terraform-google-modules / gcloud

A module for executing gcloud commands within Terraform.

® 3 months ago & 1.6M 3 provider






.=‘ hashicorp-vZ Vv Workspaces Modules Settings Documentation

Status

e

hashicorp-v2 |/ Settings / Policy Sets

ORGANIZATION SETTINGS pOllcy Sets

hashicorp-v2 Policy sets are groups of policies which may be enforced on workspaces. Please see the Sentinel in Terraform
Enterprise documentation [£.

General

Teams global

VCS Providers This set has been created for you to maintain previous behavior. Feel free to re-organize your policies as y...

API Tokens All workspaces Last updated 8 months ago

Authentication

SSH Keys tfe-feature-flags
Policies @ Policies managed individually
A set of feature flag policies.
1 Workspace - 1 Policy Last updated 8 months ago

tfe-policies-examples
@ Policies managed individually
Applies the example policies to this workpace.

1 Workspace - 4 Policies Last updated 8 months ago



Terratest

by Gruntwork.io

QUICK START DOCS EXAMPLES COMMERCIAL SUPPORT ' NEW ) GitHub

Automated tests for
your infrastructure code.

Terratest is a Go library that provides patterns and helper
functions for testing infrastructure, with 1st-class support for

LET'S GET STARTED

Test infrastructure code with Terratest
in 4 steps

e

5 s &

Write test code using Go Use Terratest to deploy Validate infrastructure with Undeploy
infrastructure Terratest
Create afileendingin _test.go andrun Use Terratest to execute your real 1aC tools Use the tools built into Terratest to validate Undeploy everything at the end of the test.
tests with the go test command. E.g., go (e.g., Terraform, Packer, etc.) to deploy real  that the infrastructure works correctly in that
test my_test.go. infrastructure (e.g., servers) in a real environment by making HTTP requests, API

environment (e.g., AWS). calls, SSH connections, etc.



Utravalo

Legalabb ez maradjon meg!

a4
e 2020 szivas &

e 2021 is szivas &

» A szoftverek komplexitasa hatalmasat nétt és a trend egyaltalan nem torpant
meg.

* Nincs él6é ember aki 1500 szolgaltatas és a kdztik levé kapcsolat mentalis
modelljet agyban eltarolna. Ha mégis, legyszi szoljatok.

» A szoftverfejlesztésbdl ismert elvek Gizemeltetésben is hasznalhatoak

e Bizz az eszkOzben, ne az emberben.
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