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S cANZAICLOUD Kubernetes authn/authz

Autentikacio Autorizacio
- X509 kliens tanusitvany - node - a kubelet API kéréseinek autorizacioja
- Statikus token file - ABAC - Attribute-based access control
- Bootstrap token (felvaltotta az RBAC)
- Statikus jelszo file - RBAC - Role-based access control
- ServiceAccount token - Webhook - HTTP callback

- OpenlD Connect token
-  Webhook token autentikacio

- Autentikaciés proxy



& cANzZAICLOUD Kubernetes authn/authz

Sajat K8s cluster esetén
--oidc-issuer-url=<openid-issuer>
--oidc-client-id=<client-id>
B OpenID ConneCt t0ken --oidc-ca-file=<CA-cert>

—--oidc-username-claim=<JWT-claim-to-username>

--oidc-groups-claim=<JWT-claim-to-groups>

- Webhook token autentikacio authn

-—authentication-token-webhook-config-file=<authn-config-file>
-—authentication-token-webhook-cache-ttl=<access-cache-timeout>
- Webhook mdd autorizacio authz

-—authorization-webhook-config-file=<authz-config-file>



B cANZAICLOUD Kubernetes authn/authz
Provider managed K8s cluster esetén
Kubernetes API szerver hozzaférés hianya ‘
Athidalé megoldas OpenlD felhasznalasaval ‘
Dex - OpenlD connect provider ‘
Banzai Cloud jwt-to-rbac

https://qgithub.com/dexidp/dex

https://qithub.com/banzaicloud/jwt-to-rbac

https://banzaicloud.com/blog/k8s-rbac/
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B4 BANZAICLOUD

Kubernetes authn/authz: jwt-to-rbac
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S cANzZAICLOUD Titok kezelés

Bank Vaults (Vault svajci bicska és operator)
Automata unseal, token megujitas

Kubernetes tamogatas

Titok injektalas (mutating webhook)

bank-vaults

https://www.vaultproject.io/ BY BANZAICLOUD

https://qithub.com/banzaicloud/bank-vaults

https://banzaicloud.com/tags/bank-vaults/
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@ sANzAICLOUD Titok kezelés: Vault secret injection

Kubernets Cluster

Deploy hello-secrets a
o e KubernetesAPI

l

@ Bank-Vaults Deployment hello-secrets

Bank-Vaults

Container-1 User Executable
Webhook

env:
- name: AW SECRE]
value: vault:secret/dat

Bank-Vaults
by

Operator

Vault
HashiCorp




Sdd) BANZAICLOUD SérUIékenység vizsgélat

Konténer képfajlok sérulékenyseég vizsgalata
Egy meghatarozott policy alapjan ad vissza eredményt

Automatikus vizsgalat megvalodsitasa egy alkalmazas

telepitése soran

https://anchore.com/opensource/

https://github.com/banzaicloud/anchore-image-validator

https://banzaicloud.com/tags/vulnerability/
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B cANZAICLOUD Sérulekenyseg vizsgalat: Anchore Image Validator

Kubernetes cluster
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B4 sANZAICLOUD

Banzai Cloud DAST operator

OWASP Zed Attack Proxy felhnasznalasanak automatizalasa

https://github.com/zaproxy/zaproxy

https://qithub.com/banzaicloud/dast-operator

https://banzaicloud.com/tags/dast/

Alkalmazas biztonsag
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8 sANZAICLOUD Alkalmazas biztonség

CustomResource alapjan (operator)

-  OWASP Zed Attack Proxy telepités K8s kornyezetbe
- meghatarozott URL alapjan inditja a tesztet

Service annotacioi alapjan (operator)

- elinditja a service vizsgalatat
- APl vizsgalat inditasa OpenAPI defnicio alapjan

Ingress annotacioi alapjan (webhook)

- megkeresi az ingeress mogott 1évd serviceket
- azok teszt eredményeit elkéri a ZAProxy-tol
- annotacio alapjan engedi/nem engedi |étrehozni az ingress objektumot
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DAST operator

NS zAPROXY

i kind: Dast H
| metadata:

| name: dast-sample
| spec:

| zaproxy:

| name: dast-test

| apikey: abcdl234

CustomResource

+ | Name: dast-test

Deployment]

Name: dast-test

‘| | Port: 8080/TCP
| TargetPort: 8080/TCP

Name: dast-test
Port: 8080/TCP
TargetPort: 8080/TCP |

NS SYSTEM
@iy DAST OPERATOR
] DAST RECONCILER
—O
9 SERVICE RECONCILER <

> ADMISSON WEBHOOK

Deployment

WEBHOOK SVC

| Port: 443/TCP
| TargetPort: 8443/TCP

@lis WEBHOOK CONFIG

webhooks: |
— name: dast.security.banzaicloud.io
failurePolicy: Fail H
clientConfig: i

service:
name: webhook-service
namespace: system ]

annotations:

dast.security.banzaicloud.io/medi
dast.security.banzaicloud.io/lox
dast.securi!

-banzaicloud.io/inform

Ingress;
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