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Halbzatbiztonsag Androidon

Key Reinstallation AttaCK

2017 6szi sérllekenység

Biztonsagi rés a WPA2 (Wi-Fi Protected Access) protokollban

Nem csak Androidon - mas platform is

Minden Android eszkoz, amin a wifi be van kapcsolva
Kulcskezelési sérulékenység a handshake soran

Sokkal konnyebben kikovetkeztetni a titkostashoz hasznalt kulcsot

v
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Key Reinstallation AttaCK

Az Android 6.0 és felett egy specialis implementacios hiba
Kikényszerithetd a teljes nulla kulcs

Sérulekenységek : ls

- Titkositas teljes visszafejtese
- Uzenetek Ujra jatszasa

- TCP session lopas

- HTTP tartalom beszuras

Android Security Bulletin - 2017 November 6.
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Mit tehetunk?

Az Alkalmazas fejlesztdje nem tudja ezeket kijavitani
Foként kernel szintd modulban vannak hibak

A Google kiadja a javitasokat... é
... ha de az eszkoz gyartok milyen gyorsak?

Tovabbi biztonsagi rétegek hozzaadasa (pl. HTTPS) <$
Fontos tisztaba lenni a platform sérulekenységeivel



ONE DOES llll'l' SIMPLY, +
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HTTPS

7 Application Layer
v Message format, Human-Machine Interfaces

HTTP + Transport Layer Security
TLS: Transport reteg
HTTP: Application réteg

Mi a helyzet a GET paraméterekkel?
« Titkositott, de a szerver logolja!

6 Presentation Layer
v Coding into 1s and Os; encryption, compression

5 Session Layer
v Authentication, permissions, session restoration

4 Transport Layer
v End-to-end error control

3 Network Layer
v Network addressing; routing or switching

2 Data Link Layer
v Error detection, flow control on physical link

<— TRANSPORT SERVICE —> |<«— UPPER LAYERS —

1 Physical Layer
v Bit stream: physical medium, method of representing bits

http://nhprice.com/what-is-ios-model-
the-overall-explanation-of-ios-7-
layers.html
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Transport Layer security

Legutobbi verzid: TLS 1.2
Androidon nagyon fragmentalt
Supported vs Enabled

Protocols

Client socket:

Supported (API Levels) Enabled by default (API Levels)

SSLv3 1-25 1-22
TLSv1 1+ 1+
TLSv1.1 16+ 20+
TLSv1.2 16+ 20+

https://developer.android.com/reference/javax/net/ssl/SSLSocket.html
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A TLS 1.2 kikényszeritése

class ForceTlsSocketFactory
@Throws (KeyManagementException::class, NoSuchAlgorithmException::class)
constructor(val internalSSLSocketFactory: SSLSocketFactory) : SSLSocketFactory() {

@Throws (I0OException::class)

override fun createSocket(): Socket {
return enableTLSOnSocket(internalSSLSocketFactory.createSocket())
¥

[/

private fun enableTLSOnSocket(socket: Socket?): Socket {
if (socket != null && socket is SSLSocket) {
socket.enabledProtocols = arrayOf("TLSv1.2")
¥

return socket!!



Halbzatbiztonsag Androidon

Példa OkHttp 3-al

val builder = ConnectionSpec.Builder(ConnectionSpec.MODERN_TLS)
// For below API 16 use TLS 1.0

if (FORCE_TLS_ 1 2) {
if (Build.VERSION.SDK_ INT >= 16) {
builder.tlsVersions(TlsVersion.TLS_1_2)
}

}

if (Build.VERSION.SDK_INT >= 20) {
builder.tlsVersions(TlsVersion.TLS_1_2)
¥

val client = OkHttpClient.Builder()
.connectionSpecs(1istOf(builder.build()))
build()
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Android verziok

Version Codename - Distribution Marshmallow

2.3.3- Gingerbread 0.6% Nougat
2.3.7

4.0.3 - Ice Cream 15 0.6% { ggsommd

4.0.4 Sandwich o o T wch
4.1.x Jelly Bean 16 2.3%

4.2.x 17 3.3% e Kitkat

4.3 18 1.0%

4.4 KitKat 19 14.5%

5.0 Lollipop 21 6.7%

5.1 22 21.0%

6.0 Marshmallow 23 32.0%

7.0 Nougat 24 15.8%

7.1 25 2.0%

8.0 Oreo 26 0.2%

https://developer.android.com/about/dashboards/index.html



Halbzatbiztonsag Androidon

TLS - Cipher Suitok

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

TLS - Definidlja, hogy TLS/SSL

ECDHE - Kulcs-csere protokoll

RSA — Résztvevd felek azonositasi protokollja
AES_256_GCM - Blokk rejtjelez6/Kulcs méret/Blokk mod
SHA384 — Uzenet integritas ellenérzé protokoll
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TLS - Cipher Suitok

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA 20+ 20+
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 20+
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 20+ 20+
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA 20+ 20+
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 20+
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 20+ 20+
TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256 24+ 24+
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA 20+ 20+
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 20+
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 20+ 20+
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA 20+ 20+
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 20+
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 20+ 20+
TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 24+ 24+
TLS_RSA_WITH_AES_128_CBC_SHA 9+ 9+
TLS_RSA_WITH_AES_128_CBC_SHA256 20+
TLS_RSA_WITH_AES_128_GCM_SHA256 20+ 20+
TLS_RSA_WITH_AES_256_CBC_SHA 9+ 20+
TLS_RSA_WITH_AES_256_CBC_SHA256 20+
TLS_RSA_WITH_AES_256_GCM_SHA384 20+ 20+

https://developer.android.com/reference/javax/net/ssl/SSLSocket.html
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Cipher Suitok — Példa OkHttp-vel

//Not secure enough, but compatible - OkHttp Docs: The following ciphers are on the HTTP/2's bad cipher suites list
if (Build.VERSION.SDK_INT == API_LEVEL_11) {
builder.cipherSuites(
CipherSuite.TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA,
CipherSuite.TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA,
CipherSuite.TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA,
CipherSuite.TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA)
}

//Secure — Chrome 51 supports
if (Build.VERSION.SDK_INT == API_LEVEL_20) {
builder.cipherSuites(
CipherSuite.TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
CipherSuite.TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
CipherSuite.TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
, CipherSuite.TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384)

//Secure — Chrome 51 supports
if (Build.VERSION.SDK_INT >= API_LEVEL_24) {
builder.cipherSuites(

CipherSuite.TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256,
CipherSuite.TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,
CipherSuite.TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384,
CipherSuite.TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384,
CipherSuite.TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256,
CipherSuite.TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256)
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TLS - Cipher Suitok

A sikeres kommunikaciohoz a szervernek is tamogatnia kell a megfeleld TLS
verziot és CipherSuitot, a kliens altal definialt halmazzal metszete kell legyen.

Tobb talalat esetén a szerver sorrend dont!

Tesztelhetd NMAP-al:

nmap -sV --script ssl-enum-ciphers -p 443 hostname
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TLS - Cipher Suitok

1. bata@Baloghs-MacBook-Pro: ~/Desktop (zsh)
| ssl-enum-ciphers:
| TLSv1.0:
| ciphers:
| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256rl)
| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256rl)
| TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
| compressors:
| NULL
| cipher preference: server
| TLSv1.1:
| ciphers:
| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256rl)
I TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256rl)
| TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
| compressors:
| NULL
| cipher preference: server
| TLSv1.2:
| ciphers:
| TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (secp256rl) - A
| TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (secp256rl) - A
| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (secp256rl) - A
| TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (secp256rl) - A
I TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (secp256rl) - A
| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (secp256rl) - A
| TLS_RSA_WITH_AES_128_GCM_SHA256 (rsa 2048) - A
| TLS_RSA_WITH_AES_256_GCM_SHA384 (rsa 2048) - A
| TLS_RSA_WITH_AES_128_CBC_SHA256 (rsa 2048) - A
I TLS_RSA_WITH_AES_128_CBC_SHA (rsa 2048) - A
| TLS_RSA_WITH_AES_256_CBC_SHA256 (rsa 2048) - A
| TLS_RSA_WITH_AES_256_CBC_SHA (rsa 2048) - A
| compressors:
| NULL
| cipher preference: server
| least strength: A
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TLS - Azonositas

Aszimmetrikus kriptografia

- Védelem a Man-in-the-middle tamadasokkal szemben
Tanusitvany

— Gyakorlatilag a szerver publikus kulcsa es meta-adatai alairva

(1) Tanusito hatosag altal alairt tanusitvany
« CA felel érte
« CA-nélregisztralva van, es tanusitja

(2) Self-signed certificate
« Szerver adminisztrator késziti, masnal nincs meg, sajat magat tanusitja
« Alapértelmezetten kivetelt eredmeényez..
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TLS — Certificate pinning

Azért hasznaljuk hogy biztosan a megfeleld féllel kommunikaljuk

A szerver tanusitvanyt (vagy annak lenyomatat) az alkalmazasba tesszuk
Kommunikacio soran ezt hasznaljuk a validalasra.

Hogyan szerezzuk meg ezt a tanusitvanyt?

echo | openssl s_client -connect hostname:443 2>&1 | sed -ne '/-BEGIN
CERTIFICATE-/,/-END CERTIFICATE-/p’ > hostname.pem

Az Android csak BKS-V1 tanusitvanyokat fogadja el a réegebbi verziokban,
hasznaljuk a Portecle alkalmazast, hogy PEM bdl BKS-V1 be alakitsunk.
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TLS — Certificate pinning

[ JON ) [Untitled] - Portecle
= . = . file = * -
File Tools Examine Help File I‘:" Examine Help , ) Certificate Details for 'github_cert.pem’
G| = H& e G 8% Generate Key Fair.. - J g E Certificate 1 of 1
— | E| Import Trusted Certificate... ~-T j
@] Alias Name Last Modified [ [l 3 import Key Par... Y Last Modified | @ :l
— Version: 3
[ ] New Keystore Type @ set Keystore Password... P
g Change Keystore Type N Subject: CN=*.github.com, O="GitHub, Inc.", L=San Francisco, ST=California,
Select the type of the new Keystore: 4 N
S IKs Keystore Report -R Issuer: CN=DigiCert SHA2 High Assurance Server CA, OU=www.digicert.com
W/ - A 1
O PKCs #12 ESJOpUons> Serial Number: 0D9D DDE7 CFAC 619A C386 6FAE 3545 8A9
O JCEKS Valid From: Jan 18,2017 1:00:00 AM CET
O JKs iti
B valid Until: Apr 17, 2020 2:00:00 PM CEST
) BKS
& [Exsvi Public Key: RSA (2,048 bits)
o U[Bouncy Castle Keystore V1 (Bouncy Castle's version of JKS)| SlgpatuieLloolithin JHA2 S OWHhRSA
-} GKR SHA-1 Fingerprint: 35:85:74:EF:67:35:A7:CE:40:69:50:F3:C0:F6:80:CF:80:3B:2E:19
MDS Fingerprint: 66:1C:A1:4A:CA:83:83:2C:C7:8B:CB:81:57:17:D3:35
OK Cancel
- Extensions I PEM Encoding |

|No keystore loaded |Import a trusted certificate into the loaded keystore m
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TLS — Certificate pinning

private fun getTrustManagers(context: Context, keyStoreFile: Int, keystorePassword:
String): Array<TrustManager> {

val trusted = KeyStore.getInstance('BKS")

val rawResource = context.resources.openRawResource(keyStoreFile)

trusted. load(rawResource, keystorePassword.toCharArray())

val trustManagerFactory =
TrustManagerFactory.getInstance(TrustManagerFactory.getDefaultAlgorithm())
trustManagerFactory.init(trusted)

return trustManagerFactory.trustManagers
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TLS — Certificate pinning

@Throws (KeyStoreException::class, CertificateException::class,
NoSuchAlgorithmException::class, IOException::class, KeyManagementException::class)
fun getPinnedCertSocketFactory(context: Context, keyStoreFile: Int, keystorePassword:
String, forceTls12: Boolean): SSLSocketFactory {

val trustManagers = getTrustManagers(context, keyStoreFile, keystorePassword)
val sslContext = SSLContext.getInstance("TLS")

sslContext.init(null, trustManagers, null)

var socketFactory = sslContext.socketFactory

if (forceTls12 && Build.VERSION.SDK_INT in 16..19) {
socketFactory = ForceTlsSocketFactory(sslContext.socketFactory)
s

return socketFactory
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@ github.com/BaloghTamas @ balogh.tamas@autsoft.hu



Kergesek?

Koszonom a figyelmet!

@ github.com/BaloghTamas @ balogh.tamas@autsoft.hu



