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Zsombor Kovacs, IT security Geek, Founder of Hackersuli

“T was in the IT industry when Duke Nukem Forever was
announced for the first time!”

In mobile app security since 10S 4.0



DON'T WILL TILL THE END, FATL RTGHT AT THE STARTI

Mis—-categorize apps with sensitive
data as Low-risk apps

e Mobile banking apps (‘hey, that’s
just a web browser’)

e OTP applications (‘that’s just
only one factor’)

e Anything that is not in App Store

e Anything that does not look
sensitive at first sight




.and later on, reason with..

“There i1s no requirement for
cert pinning on Low-risk apps!”
“This is a Low-risk app, why
would anyone be interested?!”
“It’s for internal use, no need
to encrypt stuff”




INSECURE ARCHITECTURE, THE ROOT OF ALL EVIL

Mobile apps present new
challenges

e Devices can be stolen
e Devices should not be
trusted (hello 1i0S

keychain!)
e Network environments
should not be trusted
e Users can be xsighx*




“THE ONE WRITTEN BY THICK CLIENT FOLKS”

Vi |
? i >  Password
User
Login; Select Privs from
— Table where user="..."
> Check pass |«
=
User ID=root;Password=myPassword;
Host=192.168.2.1.Port=5432...

Show Data on Ul




“THE ONE WITH T0S KEYCHAIN®
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“THE ONE WITH THE OPEN DOOR”
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“THE ONE WITH LOCAL PASSWORD CHECK”
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INSECURE ARCHITECTURE - maustove mae s

Rule 1.

Rule 2.

Don’ t
Don’ t
Don’ t
Don’ t
Don’t

Do not trust the OS.

Do NOT trust the OS.

rely on root/jailbreak detection

rely solely on OS cryptography services
rely on 0S ‘secure’ storage locations
rely on 0OS CA store

believe anything in general



“WEDO SUPPORT ANDROTD &.0”

Mobile 0S’s are under constant development

e Mostly an Android Issue

O

(@)
(@)
(@)

New features are available on later versions
Newer API revisions change

Newer versions are mostly backward compatible
So why use new features?

e Deprecated API calls are worked around



(DON'T) ROLL YOUR OWN CRYPTO, A.K.A RE-INVENT THE WHEEL
FIRST RULE OF CRYPTO IS




(DON'T) RoLL Youk OwN CRYPT0

Developers are (usually) not crypto folks
Crypto can be hard and to get it right, takes time and practice
Crypto documentation is mostly for crypto folks

Use existing blocks

@)

(@)

(@)

No substitute for understanding!

Use cryptographic random API for crypto purposes

©)

(@)

Do not forget to seed properly

Be careful what happens to the random numbers

DILBERT By Scott Apams
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ROLL YOUR OWN CRYPTO  <tue owe womm ey Geneariow”
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ROLL YOUR OWN CRYPTO <o one womm 5o Many Thanes Weows”
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ROLL YOUR OWN CRYPTO = <o one wom Mastenvine AFt caus”

CreatePasswordViewController - (void)okButtonPressed: (id)
[lots of checks for

MoV
LDR
ADD
LDR
LDR
BLX
MOV
BLX
MoV
MoV
ADD
LDR
MOV

R@,
R1,
RA,
Ra,
RO,

password length, complexity etc.]

(_0OBJC_IVAR_ % CreatePasswordViewController.leftPassword

[SP,#0xCA+var_94]

PC ; UITextField #leftPasswordField:
[RB] ; UITextField *leftPasswordField;
[RE,RO]

_objc_msgSend

R7, R7Y
_objc_retainAutoreleasedReturnValue
R4, R

RA,
R8,
R1,
RO,

{selRef_hash - 0 ) : selRef_hash
PC ; selRef_hash

[RO] ; "hash"

Rd

BLX _objc_msgSend

MOV R2, RO

MoV R®, (selRef_storePassword_ ) ) ; selRef_storePassword_
ADD RB, PC ; selRef_storePassword_

LDR R1, [RB] ; ° Ire sword:"

MOV R8, RG6

BLX _objc_msgSend

CreatePasswordViewController.storePassword (leftPasswordField.hash())
hash

Returns an integer that can be used as a table address in a hash table structure. (required)
- (NSUInteger)hash

Return Value
An integer that can be used as a table address in a hash table structure.



INSECURE DATA STORAGE

Data needs to be stored, right?

e Is it really necessary?

e Application sandboxes are not secure

o Malware (especially with root privs)
o Backups to Google, desktop etc.
o O0S encryption is transparent!

e SQLite
o Most NAND flash based devices do not vacuum after ‘delete from’
statements



INSECURE DATA STORAGE 17 wapeews bven when Uneeecieo”

On 10S, whenever the home button 1is pressed, an automated
screen shot is created

e Can contain sensitive stuff
e In later 10S versions, an AppDelegate function is invoked

prior to the screen shot
o - (void)applicationWillResignActive: (UIApplication *)application



INSECURE DATA STORAGE 105 Kevcuntn o Aunom Kevsto

i0S keychain is not to be considered as a secure storage
location

® When the app is removed, contents remain on the keychain
e On jailbroken instances, trivial to read out the contents

Android KeyStore is not much better either

e On rooted devices, it is trivial to read out the contents
e (Used to be) somewhat cumbersome to use for general data
storage



RELTANCE ON QS SERVICES - wesvaew tsues

WebView is a popular and easy-to-use feature to build thick
(-looking) apps using HTML5

e It’s a web browser though!
o Use HTTPS with certificate pinning
o Disable JavaScript, if not needed

e Cookies are stored in plain-text sqlite dbs
o Strict session timeout is essential

e Disable caching!

o Pragma: no-cache
o Cache-control: no-cache



RELTANCE ON 05 SERVICES - wepvizwissuss

All data is stored 1n %Appdir% sandbox

root@vboxBbp: /data/data/com.myapp.uat/app_webview # 1s

Cache
Cookies

Cookies-journal
Web Data
Web Data-journal

paks




INSECURE NETWORK PROTECTION - cexrtrrcare rmane

Certificate Pinning is hard to implement properly

® Common mistakes

(@)

(@)

(@)

Plain text connections

No pinning, reliance on 0OS cert store

Behold! So many things to check!
m Check the ‘CN’ field
m Check the name of the 1dissuer (i.e. “Verisign, INC”)
m Check the date of the certificate

No pinned cert? No problem, let’s proceed anyway

Some HTTPS connection are pinned, some are not



INSECURE USE OF O FEATURES  mrom oc Issus

® On Android, IPC 1is one of the key features, interaction

between
o Activities (GUI element)
o Services (no GUI)
o Content Providers
o Broadcast Listeners
e Exportedness is a key concept
o An exported component can be invoked from another app
o Can be difficult to tell if a component is exported
e Injection -dssues
o Some Content Providers can be queried (SQLi, anyone?)



INSECURE USE OF OS FEATURES  untom e ssuss, aw e

The basic flow

<activity android:name = LIJ nA ity
droid: Label = LﬁﬁdiﬁilﬁllT
2. com.app.LOGINDONE T android: labe
: S e <activity android:name = "InboxActivity"
I—OglnACUVlty InbOXACUV'ty r_'II"IIj ro _'i_d: lat}ﬂl —e G FEFEL 1 33q L

</activity>

A A

3.start
1.start

main()

root@android: /# am start com.example.myapp/com.example.myapp.InboxActivity
Starting: Intent { act=android.intent.action.MAIN cat=[

android. intent.category. LAUNCHER] cmp=com.example.myapp/.InboxActivity}




APP EORTIFTCATION = waen 17 heacey Neeoeo

e Implement root/jailbreak detection
o Don’t just use one ‘+ (bool) AppDelegate isJailbroken’-1like function.
Implement the logic in many places, slightly changed for each one
e For protection against dynamic hooking, check the address

of relevant functions
e Add self checks on the binary

o Use runtime class integrity checks
o Use 1integrity checks of the binary itself



THANK YOU




