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Mi lesz a kovetkez6 célpont?

* Linux?

* Symbian?
* OSX?
*jOS?

* Android?
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LI Over 100 million Android phones shipped in the second

e quarter of 2012 alone. In the U.S., a September 2012

e survey of smartphone users gave Android a whopping
* 52.2% market share. Targets this large are difficult for
* malware authors to resist. And they aren’t resisting—
 attacks against Android are increasing rapidly. 59

N
Sophos 2013 Security Threat Report
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Android
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Mobil OS piac megoszlasa
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Android alkalmazas letoltések
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Marketplace-en terjesztett kartevok

Ealra ANnnla annme annaar nn Andraid

Family of “BadNews” malware in Google
f a k e d S e Play downloaded up to 9 million times

Award-winning news, opinion, advice and r Apps steal sensitive data, push SMS app that racks up charges to pricey service

by Dan Goodin - Apr 20 2013, 5:21pm CEDT

malware mac facebook android wvulne o | ANDROID  BLACK | il@
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How internet revenge by an ex-partn

Angry Birds malware -
for profiting from fake |

Join thousands of others, and sign up for Na

by Graham Cluley on May 24, 2012 | 2 Comments
FILED UNDER: Andreid, Law & crder, Malware, Mobile

A firm has been fined £50,000 after Trojan
versions of popular Android apps secretly |
expensive SMS messages to premium ra
numbers. 0 greyweed

UK industry regulator PhonepayPlus unco
that 1,381 mobile phone numbers in the U Security researchers have unearthed a family of malware for Android-based smartphones that has
been stung by the scam, that targeted Ant peen downloaded as many as 9 million times from Google Play. the official distribution platform hosted
owners who downloaded Trojan horse ver Gt Goodle saiveis

of popular games such as "Angry Birds", g

"Assassins Creed” and "Cut the Rope”. R — _ Garage Band g
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Android kartevok

Android mintak havi bontasban
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Beérkezo kartevok naponta, platformonként
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Malware Samples
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Android incidensek ItW
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Kartevok motivacioja
* Hol van a pénz? (porno, drogok, bankok)
o Banki informacidk lopasa

o Emelt dijas SMS kildés

o Kéretlen reklam
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Andr/Zitmo

e A Zeus/Zbot tréjai kiegészité komponense
* Telepités social engineering révén
e A tranzakcio a fert6zo6tt PC-r6l indul

* Egyedi tranzakcios jelszavakat tartalmazé SMS-eket

figyeli, jelszot kigydjti, tovabbklldi a tamadonak
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Zitmo mukodés

Send status &
SMS messages

Attacker

Victim
SMS mTAN
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Andr/Boxer

* Leggyakoribb csalad, az 6sszes kartevé 1/3-a idetartozik
* Ukrajnaban levd .ru domaineken terjesztik
* Célpontja Kelet-Eurdpa

Social engineering — kamu update-eket kinalnak (Opera, Skype)
v. Fake AV fut le, és telepitést javasol

Telepités utan emeltdijas SMS-eket kuld ki
Kelet-Eurdpara koncentral (kooperativ SMS operatorok)

INSTALL_PACKAGES jogosultaggal telepul, lehetéve teszi
tovabbi komponensek telepitését
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Andr/Boxer
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Kihivasok a virusvédelmek elott

e Tul sok platform (Android, iOS, Windows, Blackberry, Symbian)
és tul sok eszkoz (telefon, tablet, TV,...) tamogatasa szikséges

e Kevés a memoria

« Uj processzor architekturara kell portolni az engine-t, vagy Uj
engine-t kell irni

» Haldzati kapcsolat (cloud lookup, frissités) draga lehet

De ezeket a kezdeti problémakat a tobbség mar leklzdotte.
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Mobil védelmi termékek tesztelése - AMTSO ajanlasok

Tul sok platform (Android, iOS, Windows, Blackberry, Symbian)
és tul sok eszkoz (telefon, tablet, TV.,...), emulacié nehézkes

e Mobil teszt = Android teszt

* De még igy is nagy a kulonbség az egyes mobilgyartok altal
adott Android telepitések kozott

* 3rd party marketplace-ek engedélyezése?

e Performancia (akkumulator hasznalat) fontos — néhany AV leall,
ha alacsony a toltés

* Savszélesség fontos — néhany AV leall, vagy csokkent értékd, ha
nincs szélessavu elérés
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Osszehasonlitd tesztek

PCSLE

P S8CURITY LAEBS

Independent Tests of
Anti-Virus Software

A'L TEST The Independent IT-Security Institute
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App permissions
YOur Imessages

Elsé lépések a biztonsag felé

(Application settings
S 3 St % o dwd 0 St Res TH = f"-

Unknown sources
Allow installation of non-Market
applications

System tools

Manage applications 30X Remote Anc

Manage and remove installed applications =™ com.MarcelloAlbano. .
Your location

Running services Package

com.MarcelloAlbano.
App UID
10062
Storage use e22e0 UID

View storage used by applications

View and control currently running services

Services that cost you money

~Command
/system/bin/sh

Battery use N
What has been using the battery |_Allowe
- ! Recent activity

Development 5/21/2013  21:11 Allowed

21:1 Allowed

SOPHOS




Mit tegyenek a rendszergazdak?

* Biztonsagi szabalyozas kiterjesztése mobil eszkdzdkre

Rootolt eszkozok kitiltasa a haldzatbol

Eszkdz titkotitasa, lopas esetén tavoli torlés biztositasa
e Automatikus redszerfrissitések

e Csak a hivatalos (Google, telefongyartd) marketplace-ek
engedélyezése (ez sem 100%-o0s, de sokkal biztonsagosabb)

* Social engineering kivédése, telepitéskori jogosultsagok
atvizsgalasa
* Virusvédelem telepitése
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Kerdeések?
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